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PRODUCTION AT a major U.S. chemical plant was unexpectedly shut down for two hours in March 2003, causing
significant financial loss to the company. The root cause analysis indicated that the incident started when a control room
operator's computer was restarted with a changed IP address. This new IP address duplicated an address already assigned
to an analyzer used for continuous emissions monitoring and the analyzer locked up as a result of network error mes-
- sages. While the individual responsible for altering the IP address was never officially identified, it was reported that the
= address was changed so that the operators could play computer games from the control room.

This is an example of a typical security incident in the chemical processing world. There were no evil hackers involved
— only employees who, while probably violating company policy, weren’t being malicious. Yet the impact
from this insider threat was significant.
Intcrc:stingly, the company had a sophisticatr:d firewall in place, based on a common strat-
egy known as the Bastion model, where vulnerable systems are hidden behind a single

firewall. Unfortunately, this design couldn’t prevent the incident because the problem
originated from inside the control system, completely bypassing the firewall.

IT LIMITATIONS
A number of security mistakes allowed this event to occur. First, there

was an over-reliance on the Information Technology (IT) department
to provide security for systems generally not in its area of expertise or
under its control. I'T departments are very good at providing security for
systems they understand, such as Windows servers and accounts-receiv-
able databases. Unﬁ)rtunately, in most chemical companics. the critical
control systems that run the processes day in and day out are strange and

forbidding beasts to the IT professional.

Many process control systems have unusual operating systems and appli-

carions such as VX Worx or RSLogix that differ significantly from typical I'T
‘ operating systems and applications. This means that many of the tried-and-true

[T security solutions won't function correctly or, if they do run, will interfere with
the process systems.

A good example of this was reported at an ISA Industrial Security Conference in Philadel-
phia a few years ago. When an emergency shutdown system on a boiler failed to correctly
operate, investigators discovered that anti-virus software had been installed on the com-
puter used to configure the safety system. This software blocked the proper operation of

the safety system, putting the entire plant at risk. There was nothing wrong with the
safety system or the anti-virus software on their own, but together they made a
life-threatening combination.
At the core, the goals of I'T security differ from those of the process
control world. The IT security manager sees data confidentiality as
paramount (don't let those credit card numbers be stolen) while the
plant manager focuses first and foremost on human and plant
safety. These differences in goals translare into huge differences
in acceprable security practice. For example, using standard
password lockout procedures just isn't acceprable for most
operator stations in plant control rooms — the default needs
to be access for the operator, not lockout, the opposite of the
IT assumption. Imagine the impact if, during a chemical reac-
tor emergency, the operator panics and misspells his password
three times, causing the console to lock our all access for the

for protecting I'T servers but certainly isn't going to worl
control room of the average chemical facility.
This isn’t to say thar I'T security solutions are bad for chemi
cessing, In fact, studies at major oil companies have shown thar 90
IT sccurity policies and technologies work well for industrial proc
The answer lies in clearly understanding how chemical processing

next 10 minutes. Password lockout is considered good policy
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to 2006, attackers
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Industrial Security
Incident Database,
June 2006.

~
Internet directly
17%
VPN connection
7%
Dial-up modem
7%
Trusted third party
connection
10%
J

needs differ from those of the I'T world and then modify-
ing the IT security rechnologies and practices o properly
use them in our world. This takes close cooperarion and
maﬂ]\md( {:mm both [T ﬂnd PI'OCESS CODtrDl Staﬁ-s ﬂnd
not blind dependence on IT security procedures, a topic
we' ll explore in more detail later.

The other mistake the chemical company made
was ro assume thar all security problems arise from
outside the plant and those that do make it in come
through obvious pathways that can be managed by a
firewall. This assumption often means that companies
base their entire plant-floor security solution on a
single firewall berween the business network and the
control system nerwork, believing thar their firewall
will be the ultimate security filter and will prevent
anything evil from ever getting to the control system.
Unfortunately as this chemical company discovered,
nothing could be furcher from the truch.

This firm isn't unique. Many chemical companies
make significant cyber-security mistakes. The sidebar

summarizes the 10 most common errors.

MULTIPLE PATHS FOR ATTACK
To understand just how many pathways into a
control system there can be, consider the security
incidents caused by the Slammer Worm since its
creation in 2003. This particular worm has resulted
in more documented process disruptions than any
other source, according to the Industrial Security In-
cident Darabase records. A few of its “achievements”
include interrupting power-distribution supervisory
control and data acquisition systems, infecting the
safety parameter display system in a nuclear plant
and currailing oil operations in the Gulf of Mexico.
What's particularly interesting is that the Slam-
mer Worm has used ar least five different pathways
to get to its control system victims. In one case, it
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entered a petroleum control system via a maintenance
laprop that was used at home, infected there and then
broughr into the plant. In another case, it contaminar-
ed a paper machine human/machine interface (HMI)
via a dial-up modem for remote support. In a third
case, it passed through a poorly configured firewall.

In a fourth case, it took advantage of a temporary In-
ternet connection set up by a contractor — involving
a remote virtual private nerwork for system mainte-
nance —that bypassed the I'T firewall. In all these



examples, firewalls were in use but the worm bypassed
them or exploited a law in the firewall’s deployment.

Many chemical industry managers find the
number and variety of pathways into their control
systems hard 1o believe. However, this information
has been corroborated by the 2006 Process Conrtrol
Security Forum (PCSF) keynote presentation and a
2007 ARC Adpvisory Group survey. The PCSF paper
reported that at a large oil company 80% to 90% of
all control networks were connected to the enter-
prise network, which, in turn, was hooked up to the
Internet. ARC canvassed control engineers about the
types of connections that their automation nerworks
had to the outside world. Only 17.5% reported no
connection. Indeed, ARC found an extensive number
of hookups:

* 47.5% to a company intranet/business nerwork;

* 42.5% directly to the Interner;

* 35% to direct dial-up;

* 20% to wireless modems; and
* 8% with other connections.

Notice the percenrages add up to far more than
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100%, indicating that many control-system networks
had mulriple connections.

These secondary pathways can have a huge impact
on plant security. An analysis of 75 control-system
security incidents berween 2002 and 2007 showed
that more than half of the artacks came through sec-
ondary pathways such as dial-up connections, wireless
systems and mobile devices (Figure 1).

This indicares that chemical companies are miss-
ing or at least failing to adequately secure numerous
pathways into their control systems (Figure 2). Many
are human pathways such as contractors’ laprops, USB
drives and inappropriate employee behavior. Others
are communications systems thart aren't based on the
typical local area nerwork technologies — e.g., serial
c'.'lnd l‘C]ePhonC connections to remote PTOCCSS fqll iP‘
ment, modems and wireless systems.

The only solurtion is to conduct a thorough analysis
OF ﬂ" Pﬂfh“‘ays into t]'lf Chen'licﬂ.l process E}’SIC]T}S. OFTC]]
this can result in some big surprises. A 2005 survey of a
U.S. refinery thart [ directed uncovered 17 different path-

ways — site management had believed there was only
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Figure 2. Most
chemical plants
suffer from a
wide variety of
vulnerabilities.
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one control-system-to-business link. Once a complete list
has been compiled, each pathway should be analyzed for

its porenri:ﬂ security impact. Assuming “no hacker would

use that pathway” isn't a route to good security.

EASY TARGETS

Once a misguided employee, virus or hacker does get
past the main business or control-system firewall, the
typical control system is an easy target for attack. Poorly
patched Windows-based computers abound and anti-
virus software is the exception rather than the rule. For
example, during a security survey conducted at a major
refinery we discovered that only 55% of the Windows
2000/XP machines in control rooms had the patch that

prevented Blaster infections and even fewer, 38%, had

the patch for the Sasser Worm installed. Yet both of these

patches had been available for more than two years and
were approved by the control system vendor at the rime
of the survey. Even the most inexperienced hacker could
have taken over this control system in a matter of hours.
A typical plant’s actual control devices such as the

programmable logic controller (PLC) or distribured con-
trol system (DCS) are even softer rargets than unparched
PCs. In a study by CERN, Europe’s laboratory for high
energy physics, 25 industrial control devices (mostly
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PLCs) were tested using standard I'T security tools (such
as Nessus and Netwox) that are available to the average
attacker. Almost half of the devices failed the tests, usu-
ally due to communications breakdowns, system crashes
and unprotected services. For experts in the field these
results weren't all that surprising — the majority of PLCs
and DCSs currently in use offer no authentication, integ-
rity or confidentiality mechanisms and can be controlled
by anyone who can “ping” the device. Nor can they be

easily updared or have security features added ro them.

DEFENSE IN DEPTH
Sound strategy, regardless of whether it’s for military,
physical or cyber security, relies on “defense in depth.”
Effective security is created by layering multiple
security solutions, so that if one is bypassed, another
will provide the defense. This means not over-relying
on any single technology such as a firewall. Firewalls
aren'’t bad technology — in fact they're a fantastic tool
in the security tool box — burt industry has misused
them by believing they will solve all security ills.
Defense in depth begins by creating a proper elec-
tronic perimeter around the control system and then
hardening the devices within. The security perimeter
for the control system is defined both by policy and




technology. First, policy sets out what truly belongs
on the control system network and what’s outside.
Next, a primary control-system firewall acts as the
choke point for all traffic berween the outside world
and the control system devices.

Once the electronic perimeter of the control
system is secured, it’s necessary to build the secondary
layfl's OfdeFCﬂSC on thﬁ CDﬂtrOl SYStfm ItSCIE CDntro]
components like HMIs and data historians that are
based on traditional I'T operating systems such as
Windows and Linux should rake advantage of the
proven [T strategies of patch and anti-virus manage-
ment. However, this requires prior testing and care.

For devices like PLCs and DCS controllers where '

patching or anti-virus solutions aren’t readily avail-
able, I suggest an industrial security appliance. This
rapidly evolving security solution deploys low-cost
security modules directly in front of each control
device(s) needing protection (Figure 3).

PEOPLE FIRST, NOT TECHNOLOGY

Despite the razzle-dazzle of these technological solu-
tions, it’s important to consider the human aspects
of security such as developing policy, assigning
responsibility and training staff. It’s this human part
of the equation — not the technology — that’s most
critical to the success of any security program.

Three factors are critical for the successful implemen-

tation of a security program within a chemical faciliry:

1. security policy, Dbjcct ives and activirties that
reflect business goals;

2. an approach and framework for implement-
ing, maintaining, monitoring and improving
informarion security that's consistent with the
organizational culrure; and

3. management’s visible support and commitment.

If any of these are missing, then the security pro-

gram will likely fail.

Finally, I'T managers and plant managers face

a common enemy attacking related technologies
in what has become a highly interconnected envi-
ronment. This demands developing a coordinated
defense. It can be valuable to:

« establish cross-department training programs thar
focus on values and behaviors expected, © foster a
culture of co-operation and communication;

* create cross-functional teams to develop policies,
standards and projects for process security; and

* encourage informal networks. These are impor-
tant. When a real problem arises, provide oppor-
tunities for people from both the process and I'T
departments to liaise and work together.

Figure 3. Low-cost modules are designed to protect individual
control devices. Source: MTL Instruments.
. S

ADDRESS THE THREATS

These are just a few of the most important steps that
the chemical industry needs to take to effectively pro-
tect itself from cyber attack. Failure to adapr to chang-
ing threats and vulnerabilities will leave companies
exposed to increasing numbers of cyber incidents. The
conscquences un [:Dr[uﬂately COuld inCludC 4 ma ITCd
reputation, environmental releases, production and
financial loss, and even human injury or death. ®

ERIC BYRES, PE., is chief technical officer of Byres Security Inc.,
Lantaville, B.C. E-mail him at eric@byressecurity.com.
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